






































































































































































Doug Gould Biography 
Doug Gould is an expert in Cyber Security with more than 40 years’ experience in the field.  
Doug retired from AT&T after 31 years, where he served as Chief Cyber Security Strategist.  He 
currently serves as Chief Technical Officer at CyberTeamUS. 

 

Doug began at AT&T with Bell 
Laboratories, serving in the 
Semiconductor Laser 
Development department and 
later in the Bell Lab’s Security 
Group, as a delegate to the Bell 
Labs’ Unix Systems 

Subcommittee, was an early pioneer in the field of 
Computer Forensics and won a Bell Labs Innovation 
Award. At AT&T he designed the security 
architecture for one of the largest states in the US, 
consulted with cabinets of the nations’ largest 
corporations and designed the first healthcare 
network fully compliant with Healthcare 
Information Exchange standards. Outside AT&T, he 
has overseen security for a US Government Agency 
and has solved major cases for the FBI and Secret 
Service; he has served as an Officer of the Court as a 
forensic expert and has been an expert witness in 
landmark cybersecurity cases.  He designed security 
architectures for DoD networks including some of 
the most sensitive areas of the Government.  Doug 
has owned and led several professional services 
firms in the Information Security field.  He served on 
the NC Council for Entrepreneurial Development 
and has consulted with many companies about the 
complex integration of business and technology. 

 

Doug is the past president of Eastern North Carolina 
InfraGard, the public-private partnership between 
the nation’s critical infrastructure operators and the 
US Intelligence community. 
 

Doug’s background is at the Master’s level in 
Electrical Engineering, Computer Science, Computer 
Security and Business Administration. 
 

He is a subject matter expert in: 
• Strategic Enterprise Security 
• Security Architecture & Design (including 

network Micro-Segmentation) 
• Security Governance 
• Risk Management 

• Security Device Technologies (Firewalls, 
IDS/IPS, DLP, SIEMs, Encryption, VPNs, 
Unified Threat Management, etc., 
Enterprise, Remote and Cloud) 

• Information Forensics (Computer & Network 
Forensics) 

• Public Key Infrastructures 
• Identity and Access Management  
• Authentication, Authorization and Access 

Control (incl Biometrics) 
• Regulatory Compliance 
• Physical Security (Threat Assessment/Risk 

Analysis, TSCM, Access Control, 
Counterterrorism & Counterintelligence, 
facility and site protection) 

• Business Continuity & Disaster Recovery 
Planning 

• Response & Recovery Strategy 
• Threat Intelligence  
• Intelligence Analysis 

 

Doug served as Chief Information Security Officer at 
the World Institute for Security Enhancement, has 
written advanced security courses, developed 
advanced security methodologies and has taught 
government, private sector professionals and law 
enforcement agents information security, computer 
forensics, advanced computer forensic sciences and 
Technical Surveillance Countermeasures (TSCM). 
 

Doug holds numerous certifications in security 
including the CISSP and Certified Anti-Terrorism 
Specialist (CAS), as well as numerous instructor 
certifications in security. 
 

Doug currently serves as Chief Technical Officer at 
CyberTeamUS. 

 

He is a Vietnam-era US Navy Veteran where he 
worked in Electronic Warfare and Electronic 
Intelligence. 
 

Doug is an invited conference speaker. 

Joanna Bila
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Doug Gould Forensic Addendum 
Major Forensic Cases 

• 1986 – Disclosure of National Security Information 
Discovered a leak of highly classified information and was able to identify the perpetrator within 
a group of 15 people.   The FBI and US Naval Investigative Service brought this to resolution. 

• Early 1990’s – US Secret Service investigation, “Mothers of Doom” hacker case 
At USSS Evidence Lab, in response to a request for assistance from USS SA Jack Lewis, performed 
evidence recovery and identified 800 pages of evidence, invalidating immunity of a suspect’s 
testimony in a proffer session. 

• Late 1990’s – Interpath, a North Carolina Internet Service Provider (ISP) 
This ISP was a tier-1 (top level) provider infected with Stacheldraht malware.  Investigated the 
live (running) server and identified that all evidence on disc had been deleted.  The only 
remaining evidence was a running program in memory, which was recovered.  This case changed 
the Best Practice in Forensics – no longer is the first step necessarily removing the power.  Had 
that been done no evidence would remain in this case. 

• Late 1990’s – As senior security administrator for the US EPA, investigated a complaint from the 
White House of computer intrusions and discovered an international attack involving 4 countries. 
Wrote monitoring and tracking software to capture the perpetrator online, brought together the 
FBI, Royal Canadian Mounted Police (RCMP), Scotland Yard and Deutche Bundespost in a live 
investigation tracking the intruder resulting in an arrest in Germany. 

• South Carolina – A Public Works supervisor accused of violation of county policy was fired and 
brought countersuit. Forensic investigation recovered 4 3” thick binders of evidence showing 
sexual misconduct.  Countersuit dismissed. 

• Discovered Al Qaida attack plans targeting US Soil. Working with the FBI, the perpetrator, who 
was a foreign citizen in the US.  Arrest made within 48 hours and the attack was thwarted. 

• Mid-2000’s – Florida vs. Rabinowicz – in a case where possession of contraband was the only 
element of proof, stipulated that the contraband was authentic and present.  I proved 
forensically that the defendant was not technically in possession of the evidence and that 
evidence was planted.  Qualified as an expert witness and provided expert testimony in this case. 

• Mid-2000’s – Identified a leak of national security from Oak Ridge National Laboratory involving 
chemical weapon information using forensic analysis and was able to identify the perpetrator.  
DSS responded and resolved the case. 

• Mid-2000’s – Investigated sabotage of a health industry contractor.  The systems administrator 
had been fired and sabotaged the system.  Solved the case and the administrator went to prison. 

Instructor of Forensics 
• Taught Forensics and Advance Forensic Techniques to State Law Enforcement, Military and major 

corporate customers at the World Institute for Security Enhancement. 
• Taught Technical Surveillance Countermeasures (TSCM) course for government and industry at the World 

Institute for Security Enhancement. 
• Wrote the entire course and taught the entire CISSP curriculum at Able Information Systems. 
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